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ONC’s proposed rule implementing the 
information blocking and other 21st Century 
Cures Act (Cures Act) provisions has been 
released for public comment

Information Blocking
The Cures Act defined and prohibited information blocking generally by health IT developers of certified 
products, healthcare providers, health information exchanges, and health information networks. In the 
proposed rule, ONC defines key terms to clarify the Cures definition of information blocking, provides 
examples of conduct that would constitute information blocking, and outlines seven detailed exceptions of 
practices that would not constitute information blocking.

ONC proposes to define electronic health information (EHI) more broadly than the HIPAA PHI definition to 
include data created by non-Covered Entities. Similar to HIPAA, they propose to exclude de-identified data.

Any health IT developer that has a product certified through the ONC Health IT Certification Program 
is prohibited from information blocking and can face fines and/or the loss of their certification. This 
prohibition applies to all products offered by a health IT developer that has a certified product, not just to 
their certified products. 

ONC outlines the following seven exceptions to information blocking:

1. Preventing Harm: An exception exists for practices that are reasonable and necessary to prevent harm
to a patient or another person, provided certain conditions are met. The actor must have a reasonable 
belief that practice was necessary to directly and substantially reduce the likelihood of harm. Examples 
of potential harms include: risk of corrupt or inaccurate data being recorded or incorporated in 
a patient’s electronic health record, risk of misidentifying a patient or patient’s electronic health 
information, and determination by a licensed health care professional that the disclosure of EHI is 
reasonably likely to endanger life or physical safety.

2. Promoting the Privacy of EHI: An exception to the information blocking provision exists for practices
that protect the privacy of EHI, consistent with state and federal law. For example, not exchanging EHI 
based on the patient’s expressed privacy preferences would not be considered information blocking. 
The information blocking provisions in some circumstances could require a provider to exchange 
data in situations that under HIPAA, or other applicable law, they are permitted to exchange, but not 
required to exchange.
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3. Promoting the Security of EHI: An exception to the information blocking provision exists that would
permit actors to engage in practices that are reasonable and necessary to promote the security of EHI, 
subject to certain conditions. The practices must be directly related to safeguarding the confidentiality,
integrity, and availability of EHI, implemented consistently and in a non-discriminatory manner, and 
tailored to identified security risks.

4. Recovering Costs Reasonably Incurred: An exception to the information blocking provision exists
that would permit the recovery of certain costs reasonably incurred to provide access, exchange, or use
of EHI. The costs must be based on objective and verifiable criteria that are uniformly applied to similar 
situations and entities. The proposal prohibits fees such as revenue sharing or royalty agreements that 
are not related to the costs incurred by the actor for providing, access, exchange, or use of the EHI.

5. Responding to Requests that are Infeasible: An exception to the information blocking provision
exists that would permit an actor to decline to provide access, exchange, or use of EHI in a manner 
that is infeasible. Complying with the request must impose a substantial burden on the actor that is
unreasonable under the circumstances (taking into account the actor’s size, resources, etc.).

6. Licensing of Interoperability Elements on Reasonable and Non-discriminatory Terms: 
An exception to the information blocking provision exists that would permit actors to license 
interoperability elements on reasonable and non-discriminatory terms. The license can impose a 
reasonable royalty but must include appropriate rights so that the licensee can develop, market, and/
or enable the use of interoperable products and services. The terms of the license must be based on 
objective and verifiable criteria that are uniformly applied and must not be based on impermissible 
criteria, such as whether the requestor is a potential competitor.

7. Maintaining and Improving Health IT Performance: An exception to the information blocking
provision exists for certain practices that are reasonable and necessary to maintain and improve the
overall performance of health IT, for example making health IT temporarily unavailable to maintain 
or improve the health IT. An actor must ensure that the health IT is unavailable for no longer than 
necessary to achieve the improvements.

API and Without Special Effort

ONC is proposing a new API criterion that would enable the ability to request access to the individual 
data elements included in the United States Core Data for Interoperability (USCDI). This new criterion will 
replace §170.315(g)(8) Application access — data category request which supports access to the relevant 
Common Clinical Data Set data elements. The criterion will also support requesting read only access to a 
single patient’s data and multiple patients’ data. ONC notes they are considering adding write requirements 
in the future.

For a certified API to meet the “without special effort” requirements they must be: standardized, 
transparent, and pro-competitive. 
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• Standardized: ONC is adopting FHIR as the standard to support the new criterion. The baseline
proposal is to adopt FHIR DSTU 2, but ONC requests feedback on adopting multiple versions of FHIR or
only adopting FHIR Release 4. ONC proposes the API Resource Collection in Health (ARCH) which will 
require developers to implement 15 FHIR resources that map to the USCDI requirements. ONC also 
proposes to adopt two Argonaut Implementation Guides, OpenID Connect 1.0, and SMART App 
Launch Framework.

• Transparent: The health IT developer must publicly provide business and technical documentation of
how the API works via a hyperlink that requires access without any preconditions or additional steps 
(i.e. registration to create an account, click- through agreements etc.).

• Pro-competitive: Health IT developers must abide by business practices that promote the efficient
access, exchange, and use of EHI to support a competitive marketplace that enhances consumer value
and choice.

• Fees: ONC significantly limits the types of fees that health IT developers can impose related to API
access. Developers can charge fees to their provider customers for use of the API, but are prohibited 
from charging a fee for the use of API technology to facilitate a patient’s ability to access, exchange, or 
use their EHI. Permitted fees must be based on objective, verifiable criteria that are reasonably related
to the cost of supplying and supporting the API. Fees cannot be based on if the entity is a competitor.

Changes to the Health IT Certification Program

The Cures Act significantly expanded ONC’s certification authority and the proposed rule includes 
provisions implementing most of this new authority. New language establishes initial requirements that 
health IT developers and their modules must meet to get certified and ongoing requirements that must be 
met by the developer and module to maintain certification.

• Information Blocking: Health IT developers are prohibited from information blocking and could face
removal from the program if they are found to be information blocking.

• Communications: Developers are not allowed to prohibit or restrict communications regarding
the following subjects:1) Usability; 2) Interoperability; 3) Security; 4) User experiences; 5) Developer 
business practices; 6) The manner in which a user of the health information technology has used such
technology. ONC allows for certain exceptions to the requirements.

• Real World Testing: Requires that health IT developers have successfully tested the real-world use of
the technology for interoperability in the type of setting in which such technology would be marketed.
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United States Core Data for Interoperability (USCDI)

• As anticipated, ONC is proposing to replace the Common Clinical Data Set (CCDS) with the USCDI.

• ONC intends to establish and follow a predictable, and collaborative process to expand the USCDI,
including providing the opportunity for public comment.

• The proposed USCDI v1 includes a number of new data elements from the draft that was released in
early 2018.

• The following lists identify the net new items that ONC has proposed to include in the USCDA compared
to the CCDS.

◊ Address

◊ Phone number

◊ Pediatric vital signs

 » BMI percentile per age and sex for youth 2-20

 » Weights for age per length and sex

 » Occipital-frontal circumfrence for childen >3 years old

◊ Clinical notes

 » Discharge Summary note;

 » History & Physical;

 » Progress Note;

 » Consultation Note;

 » Imaging Narrative;

 » Laboratory Report Narrative;

 » Pathology Report Narrative; and

 » Procedures Note

◊ Provenance

 » Author

 » Author time stamp

 » Author organization
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Other

• If your vendor is certified for any of the interoperability-related criteria, you should talk with them
about their plan for updating their system within 24 months of the final rule to address the new 
standards required as outlined in the proposed rule.

◊ Developers certified to certain interoperability criterion must adopt the new standard and roll it 
out to all clients who had the previously certified module within 24 months or they could lose their 
certification status.

◊ Developers do not have to test with their ONC-Authorized Certification Body (ONC-ACB) but must 
notify them when they have come into compliance with the requirements.

• Almost every developer will be required to certify to the new Electronic Health Information Export 
criterion. HIEs and others should explore this avenue as a new way to bring in data that has previously
been difficult to obtain.

• ONC requests comment as to whether certain health IT developers should be required to participate 
in TEFCA. ONC anticipates these requirements would apply to developers who certify to §§ 170.315(b)
(1), (c)(1) and (c)(2), (e)(1), (f), and (g)(9) through (11); and provide services for connection to health 
information networks (HINs). These services could be routing EHI through a HIN or responding to 
requests for EHI from a HIN.

How to Submit Comments

• Once the proposed rule publishes in the Federal Register it will be open for a 60-day public comment
period. We will update this summary with a link to submit comments once it is available.
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About Audacious Inquiry and our Consultants

Audacious Inquiry is a health information technology (Health IT) and policy company that is making 
healthcare more connected. We facilitate the exchange of health information to deliver care coordination 
solutions. Our software is designed to be efficient and cost-effective, our nationally-recognized team-members 
provide tactful strategic consulting, and our services rethink how health information is shared, managed, 
leveraged, and protected.

Our Strategic Advisory practice offers consulting services to government entities, HIOs, providers, and payers/
ACOs in the areas of:

• Health IT Policy - Market research and evaluation, legislative and regulatory analysis, and guidance for
industry compliance

• Road-mapping & Advisory - Health IT evaluation and guidance to support long-term objectives and
Delivery System Reform

• Medicaid Technology & Operations - Planning and funding strategy, contracting strategy, re-use and
modularity plans

• Outreach & Onboarding - Methods for rapid adoption of health information exchange

• Creative Communications - Visual communication tactics to support marketing and branding efforts

Further questions? 

Please contact Kory Mertz at: kmertz@ainq.com.




